
Summary of Paper: Do Banks Price Firms’ Data Breaches? 

What is this Study About? 

As companies have collected and stored increasing amounts of customer data as part of their 
business, the number and size of data breaches has also escalated. Beyond the immediate effects 
of these incidents, the researchers examine how data breaches can affect a breached company’s 
bank loan terms. 

What are the major findings of the study? 

Companies reporting data breaches endure significantly harsher bank loan terms, including 
higher loan spreads, increased likelihood of needing collateral, and a greater number of 
covenants. The financial repercussions of a breach are more severe when the breach involves 
criminal activities or results in the loss of a large volume of records. Furthermore, companies in 
certain vulnerable industries or those with a high IT reputation before the breach are 
significantly affected, facing more unfavorable loan terms. This indicates that banks perceive 
breached companies as higher default risk and adjust loan conditions to compensate for the 
higher risk. The study also notes that companies taking substantial remedial actions post-breach 
can slightly reduce negative financial impacts. 

Why is the study important? 

These findings are crucial because they discuss the financial consequences faced by companies 
following data breaches, extending beyond immediate costs to include the impact on bank 
financing terms. Apparently, data breaches lead to higher loan costs and more stringent 
conditions, highlighting the broader economic implications of cybersecurity weaknesses for 
corporate finance. The researchers emphasize the importance of robust IT security and effective 
response strategies to mitigate not just the direct costs of breaches but also their cost of capital.  
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